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Analysis of RustyRocket -
A Custom WorldLeaks Exfiltration Tool

EXECUTIVE SUMMARY

The threat landscape has shifted. WorldLeaks, a ransomware group that emerged in early 2025 from the former
Hunters International operation, represents a potentially dangerous evolution in cyber extortion tactics, having
abandoned traditional ransomware encryption entirely. Instead of encrypting victim data and demanding
payment for decryption keys, WorldLeaks affiliates simply steal sensitive corporate and personal data, then
threaten to publish it unless their demands are met.

This approach is strategically significant. Traditional ransomware operations are increasingly thwarted by
improved backup practices and decryption tools. WorldLeaks has sidestepped these defenses by recognizing
that the threat of public data exposure can be equally, if not more, coercive than locked systems. There is
generally no technical recovery path when the damage is reputational and regulatory rather than operational.

Central to WorldLeaks' operations is a sophisticated data exfiltration and proxy tool discovered by Accenture
Cybersecurity during a 2025 engagement that we have given the name “RustyRocket.” Written in Rust and
designed for both Windows and Linux environments, RustyRocket enables WorldLeaks affiliates to steal data
through heavily obfuscated, multi-layered encrypted tunnels that can be exceptionally difficult to detect using
traditional network monitoring.

RustyRocket's technical sophistication is notable: it uses TLS wrapped inside TLS, custom protocol framing, and
runtime configuration guardrails that prevent analysis in automated security sandboxes. The malware can also
chain through multiple infected hosts, allowing attackers to proxy stolen data through internal networks before
exfiltration, effectively bypassing perimeter controls.

Organizations targeted by WorldLeaks face a stark reality: once data leaves the network, there is generally no
technical remediation. Unlike ransomware encryption, which can sometimes be reversed, stolen data cannot be
"un-stolen." Victims must weigh the costs of potential regulatory penalties, litigation exposure, customer
notification requirements, and lasting reputational damage against extortion demands.

Leadership should ensure their organizations can detect anomalous outbound data transfers, implement
network segmentation to limit lateral movement, and deploy the detection signatures provided in this report.
The shift from encryption-based attacks to pure data theft demands a corresponding shift in defensive priorities:
preventing exfiltration must be as critical as preventing encryption.

KEY HIGHLIGHTS

e WorldLeaks affiliates have been observed using a new sophisticated malware family called RustyRocket
for proxying traffic between hosts and exfiltrating data.

e RustyRocket provides multi-layered encrypted command and control capabilities that are difficult to
detect via traditional methods.

e RustyRocket can serve as both a client and server using the same executable.
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e RustyRocket employs a novel execution guardrail of requiring the user to input a pre-encrypted
configuration at runtime. This hinders malware analysis of its functionality as the configuration is not
embedded in the malware itself.

e RustyRocket contains an internal list of approximately 1000 names that can be randomly selected to be
used as subdomains for Command & Control (C2) network traffic.

DETECTION & MITIGATION

Properly detecting and mitigating RustyRocket requires a combination of File, Memory, and Network detections.
To this aim, Accenture Cybersecurity suggests the following:

e Scan for Windows and Linux RustyRocket samples within your network using our YARA rule provided in
the appendix of this report.

e Monitor for unexpected TLS network connections between hosts that do not regularly connect.

e Alert on TLS network traffic containing invalid SNI such as “server”, “router”, or “proxy”.

e Leverage the provided JA4 and JA3 fingerprints in the appendix to alert on potential RustyRocket
network traffic.

e Monitor for increases in TLS network traffic to unknown domain names, especially those utilizing
subdomains similar to RustyRocket’s randomized list.

e If you're able to strip TLS from captured network traffic, look for unexpected websocket connections or
TLS traffic nested within the outer TLS traffic.

BACKGROUND

During an Accenture Cybersecurity engagement in 2025, consultants identified a suspicious file linked to hands-
on-keyboard activity from a WorldLeaks ransomware affiliate. WorldLeaks first emerged in early 2025, appearing
to rebranding from the former Hunters International Ransomware-as-a-Service (RaaS) group. We assess that the
same operators are behind both groups, although WorldLeaks pivoted away from deploying ransomware and
now focuses primarily on stealing and publicly exposing sensitive data for extortion. They target a range of
industries, with a particular focus on North American organizations in the industrial, healthcare, and professional
services sectors.

When WorldLeaks launched its RaaS operation in early 2025, it provided affiliates with a custom data exfiltration
tool" written in the Rust programming language, which Accenture Cybersecurity strongly believes is the
RustyRocket malware family. Both WorldLeaks and Hunters International are known for leveraging Rust-based
malware for their attacks. Security researchers have reported that Hunters International itself likely evolved from
the earlier Hive ransomware group?, which transitioned from a ransomware written in the GoLang programming
language to one written in Rust in 20223, This lineage highlights how these interconnected ransomware groups
have steadily adopted and improved advanced Rust-based malware tools over time.

WorldLeaks affiliates typically gain initial network access via social engineering, stolen credentials, or exploiting
exposed infrastructure. Once inside a victim’s environment, they conduct extensive reconnaissance to locate
valuable corporate or personal data for exfiltration. After the data is stolen, they threaten to publish it on their
data leak site unless the victim pays their demands. The WorldLeaks data leak site (DLS) is very similar in design
and functionality to the one used by Hunters International, featuring four main sections: the main leak portal, a
negotiation site for victims, an “Insider” platform for journalists, and an affiliate panel.

"https://www.group-ib.com/blog/hunters-international-ransomware-group
2 https://www.acronis.com/en/tru/posts/hunters-international-new-ransomware-based-on-hive-source-code
3 https://www.microsoft.com/en-us/security/blog/2022/07/05/hive-ransomware-gets-upgrades-in-rust
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THE SAMPLE

This analysis is primarily based on the analysis of a RustyRocket malware sample named “winhost.exe” that was
written using the Rust programming language for the Windows operating system. Its sha256 file hash is
36255601ca5d6882d34c0d53a5a816ef0b979828038f9caf5f1a2afdfcffc329 and to date it is our most
representative sample of the RustyRocket malware family. Accenture Cybersecurity also found 14 additional
Windows samples and two Linux samples of the RustyRocket malware family in VirusTotal with compile
timestamps ranging from 2025-01-13 20:44:56 UTC to 2025-12-17 05:49:42 UTC. The hashes are listed below.

|
APPENDIX

HASHES

Windows Samples:

587d343b3d9e1201ba5a8fdd7a3a3f809052aa7dfba3f7¢557189ef63a999f08
961b6184447ab4cb76295ea2f324e227aff459d0e68849c46c49ecdf641e2551
36255601ca5d6882d34c0d53a5a816ef0b979828038f9caf5f1a2afdfcffc329
67b487ddd924e078144bb9e2c48fe8b7924221f1e€55¢3f2df67d65daa3415fd4
6034d6aa9a13378bebcd611cb5495b50eb7dc8463ef435e3b6d8c68a57e9b8el
5b9017e700d3dd26e18043fb6e041241c704bcc08608a9f5898212dc7e722198
0e63a49230d6ad3c05b57¢c9b35eb98b21f75cc15ff135008c1087c69478beeab
e7ad1b1974e8f04949936545d1297c4e3b1334a9da0ae31ab1d508174197bbce
98dc0cd6290566866f3b1682335¢c680b9bbdb1020fc52e47315fd33eb9fa221e
8b37116210f70e7768c736d657fcc143a1f009¢c9a69194ccc338d6e8dedb3c07
88553c3e3df81a66927480fd1029d577¢c7805c0dd20114807a6f41b50a230e96
041dca4a1d8c80f05c399dd750acf026ed5f94f1da08dc4f0f0d0ba9884916ff
63150c955be4158c9b9e111del14daa59a4ffdleab92a469c1f09dce84a698c6
a30609489c111decdd3f8693cff016d9a8f629a0d85fdac858add7698f9b2659
c1b67a62239f328b98f9d2a168565754b6779918ddaab74bb58020b95f3ec7cc
180a40b7758b9b053f7f3f41511275f94b01eee88dd9b93edf003a607ee655a0

Linux Samples:

d92377d14dc2c3cd818fcf3a37343ec30a3495b9ba2eedaa2d41b698ee159b08
c5ffabac08f0feba11d767d1b2d8b096b729e90cc2874e0c8f624a5a68466131

YARA RULE

rule RustyRocket
{
meta:

author = "Accenture Cybersecurity"
description = "Detects Linux and Windows RustyRocket samples"
date ="2026-01-28"
hash ="587d343b3d9e1201ba5a8fdd7a3a3f809052aa7dfba3f7¢c557189ef63a999f08"
hash ="961b6184447ab4cb76295ea2f324e227aff459d0e68849c46c49ecdf641e2551"
hash ="36255601ca5d6882d34c0d53a5a816ef0b979828038f9caf5f1a2afdfcffc329"
hash ="67b487ddd924e078144bb9e2c48fe8b7924221f1e55c3f2df67d65daal3415fd4"
hash ="6034d6aa9a13378be6cd611cb5495b50eb7dc8463ef435e3b6d8c68a57e9b8el”
hash ="5b9017e700d3dd26e18043fb6e041241c704bcc08608a9f5898212dc7¢722198"
hash ="0e63a49230d6ad3c05b57¢c9b35eb98b21f75¢cc15ff135008¢c1087¢c69478beeab"
hash ="e7ad1b1974e8f04949936545d1297c4e3b1334a9da0ae31ab1d508174197bbce"
hash ="98dc0cd6290566866f3b1682335c680b9bbdb1020fc52e47315fd33eb9fa221e"
hash ="8b37116210f70e7768c736d657fcc143a1f009¢9a69194ccc338d6e8dedb3c07"
hash ="88553c3e3df81a66927480fd1029d577¢7805¢c0dd20114807a6f41b50a230e96"
hash ="041dca4a1d8c80f05¢c399dd750acf026ed5f94f1da08dc4fOfOd0ba9884916ff"
hash ="63150c955be4158c9b9e111de114daa59a4ffd1eab92a469c1f09dce84a698c6"
hash ="a30609489¢111decdd3f8693cff016d9a8f629a0d85fdac858add7698f9b2659"
hash ="c1b67a62239f328b98f9d2a168565754b6779918ddaab74bb58020b95f3ec7cc"
hash ="d92377d14dc2c3cd818fcf3a37343ec30a3495b9ba2eedaa2d41b698ee159b08"
hash = "c5ffabac08f0Ofebal1d767d1b2d8b096b729e90cc2874e0c8f624a5a68466131"
hash ="180a40b7758b9b053f7f3f41511275f94b01eee88dd9b93edf003a607ee655a0"
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strings:
// Config-related strings
$cfgl ="cidrsaddrs"
$cfg2 = "domainssubdomainechstruct”
// Key extraction pattern
$key_stub = {
48 8D 05 ?? ?? ?? 00
48 89 45 CO
48 8B 4D CO
C745C07??27??27??777
8B 55 CO
E8 7?7?77 77 77
A8 BE ?? ???2?2227? 22?2 77
48 33 30
B9 08 00 00 00
E8
}

condition:
$key_stub or ($cfgl and $cfg2)
}

FINGERPRINTS

JA4 fingerprint: t13d041000_16476d049b0b_f568d6c2d1f6
JAS3 fingerprint: eb1d94daa7e0344597e756a1fb6e7054

EXAMPLE CONFIG

Example Decrypted Config:
{
"gateways": [
{
"mode": "direct",
"addrs": [
"192.168.1.1",
"198.168.2.1"
1
"cidrs": [
"192.168.1.0/24",
"192.168.2.0/24"
1
"port": 443,
"ech": null,
"subdomain": "randomize",
"domains": [
"example.com",
"test.com"
1
}
1
"access_token": "abc123"

}

Example AES256-CTR encrypted Config:

- Partial Key: 908e6696f4

- Counter: 0f0e0dOc

- Nonce: 0b0a09080706050403020100

Ciphertext:
908e6696f405060708090a0b0c0d0e0f101112131415161718191a1b1c1d1e1f0f0e0d0c0b0a09080706050403020100f278bc3f082fd853dc6f
5a26b1af3a45b8e64fb4428c5239f7750998b6db516c2dcfa2be70963d845f84020c45a4f93f6ec962fa951d3c63bb78971c8786f519884b757e
ef74008845a2bc0f8223d8aef1e2400dd306dd370ec370f2e594ead32751bee5b35df5ddf1b1e153855d403977ad0980864c43e0da8cble562
3leeffad00c2fa97f98deb91646b211c5ae101c10794bc50942f08a6dal2447ee1d21a7c7a74c88ff4d653f1552a837fc8b254f5a859f1d43260a81f
0a247d836f719b6af8b2779855bce7b79237e12118a1116047da568e92b0684333d3179b55eb47b5918eeb7e920956e357f57184af97ad404eed
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a2a2de97a58f2bf07da97444a2065aeab92c94707e0609164d0d4119fc81667b9336608c6f9c7b6159b4d1a8888ba9e870b24f7ee074be7c743
ecbb664f1f81e248ac830cfe22fa32dddba23a8ce0ce589f8c66c235cf3cch1192a15a9633f87029d0f8ed30af6f25a8f9e51ab2f91cc477209695
db96f25cb8bc91879204676a7513dcf95a513fcebbfeef5cd725543f0d3efa976f73¢c5309341ca905616183af12d8cca9c9617e9b3ab5c6ebcb25
ec5df941741754cae7cfa71b03a15e6d7c87bcd22744a9cecc6d0bc438c2cb6d29ec7535¢66c0f20c99a23ecac0eddf40959e97bb1807¢53¢29
f39692b602000ad9d42d640add7a2922a98aa41ch
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Example AES256-CTR encrypted Config encoded in Base64 (What is pasted into the RustyRocket console at runtime):
kI5mIvQFBgclCQoLDAOODXAREhMUFRYXGBkaGxwdHh8PDgOMCwoJCAcGBQQDAgEA8Nni8Pwgv2FPcblomsa86RbjmT7RCjFI593UJmLbbUW
wtz6K+cJYOhF+EAgxFpPk/bsli+pUdPGO7e)cch4b1GYhLdX7vdACIRaK8D41j2K7x4kANOwbdNw7DcPLIIOrTJ1G+5bNd9d3xseFThVIAOXetCYCG
TEPg20yx5WIx7v+kAML6I/mN65FkayEcWUEBWQeUVvFCULwim2hJEfuHSGnx6dMiPONZT8VUqg3/IsIT1gFnx1DJggB8KJH2Db3Gbaviyd5hVvOe3
kifhIRIhEWBH2laOkrBoQzPTF5tV60e1kY7rfplJVUNX9XGEr5etQE7toqlLel6WPK/B9gXREogZabrksIHB+BgkWTQ1BGfyBZnuTNmMCMb5x7YVmOOQai
libnocLJPfuBOvNxOPsu2ZPH4HiSKyDDP4i+jLd2616jODOWJ+MZsl1zzzLEZKhWpYz+HApOPjtMK9vJaj55Rqy+RzEdyCWIduW8ly4vJGHkgRnanUT3
PlaUT/Oa/7vXNclVD8NPvgXb3PFMJNBypBWFhg68S2MypyWF+mzqlxuvLJexd+UFOF1TK58+nGwOhXm18h7zSJ0SpzsxtC8Q4wsttKexINcZsDy
DJmiPsrA7d9AIZ6XuxgHxTwp85aStglACtnULWQK3XoplgmKpBxQ==
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